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GENERAL STATEMENT
The purpose of this document is to assist HOW in producing a draft Safety and Security

Plan for a specific campus. The document will guide you through a series of questions

designed to assist in the evaluation of the current safety and security posture of your cam-
pus, as well as evaluating and prioritizing unique threats and making recommendations for
improvement.

NEW PLAN INTRODUCTION

This document will help you with producing a Safety and Security Plan. The document will
lead you through a series of questions about your HOW designed to draw out information
that will become the basis of the plan. These facts will be the basis for:

* Identifying strengths and weaknesses.

* Identifying specifics about your HOW that will be helpful to your law enforcement,
public safety, emergency medical services and other first responders.

* Assisting you with formulating your own Safety and Security Team (SST).
* Assisting you with identifying threats and the vulnerabilities to those threats on your campus.
* Guiding you through a process to prioritize your own action plan on what to address first.

The plan is intended to be a working document and will periodically need to be updated as
your HOW changes its operations, facilities, staff or demographics.
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PART 1 - SAFETY PLAN ASSESSMENT

This section focuses on basic information about your campus such as its location and

emergency contact information.

Section 1 - House of Worship Contact Information

1.6 Street Address
1.7 City
1.8 State
1.9 Zip
1.10 County

Approximate latitude |Usedto determinesmergencyespondersacticallandingarea.
and longitude

1.1

1.12 Administrative point of contact

113 Administrative phone number

1.14 Worship leader point of contact

115 Worship leader phone number

Section 2 - Emergency Contact Information

You may want to keep printouts of the Emergency Contact Information section posted in the
HOW office and/or near all telephones.

Enter local contact numbers.

1.12 Emergency law enforcement
1.13 Emergency fire/EMS
1.14 | Non-emergency law enforcement
1.15 Non-emergency fire /EMS

1.16 Poison control center

117 City/county emergency
) management agency

Power company (after hours)

Water company (after hours)

Gas company (after hours)
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PART 2 - CAMPUS MAP

Maps and drawings of your campus and buildings can be helpful to you and to your local
law enforcement, public safety and emergency medical service first responders. They give
you a relative perspective of proximity to important items, and will be especially helpful to
the responder who is unfamiliar with your campus or building. You may want to keep
printouts of this section in the HOW office, and in designated locations in any additional
buildings that are part of the campus.

Section 1 - Facility Layout
‘ 2.1 ‘ Do you have blueprints and/or a floor plan for your facility? Yes() No () N/AO ‘

If blueprints and/or floor plan are available, insert in Section 2.14.
If not available, you may wish to consult with a professional drafter to have them created.

Be sure to clearly locate and identify the following, if applicable.

2.2 Circuit breakers Yes U No U N/A O
2.3 Water shutoff valves Yes ) No O N/A O
2.4 Gas shutoff valves Yes O No O N/A O
2.5 Public entrances Yes O No O N/A O
2.6 Emergency exits Yes O No O N/A O
2.7 Evacuation rally points* Yes O No O N/A O
2.8 Shelter-in-place zones* Yes O No O N/A O
29 Designated safe rooms* Yes O No O N/A O
2.10 Nursery Yes O No O N/A O
2.11 First aid kits* Yes O No O N/A O

Automated Emergency
212 Defibrillators (AED)* Yes O No O N/A O

2.13 Wheelchairs* Yes O No O N/A O

* You may want to consult with professionals to determine the safest location for these items.
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Section 2 - Facility Map

It is recommended that you insert a high-quality printout of your blueprints and/or floor
plan into the final report. You can place a temporary picture of your facility map using your
device camera or gallery.

2.14 Add facility map to Safety and Security Response Plan

(Convert all images into PDF format for upload)

NIJ’s Safety and Security Planning App for Houses of Worship HOW Security Assessment - 6



PART 3 - SAFETY AND SECURITY TEAM

This section is designed to assist you in the evaluation of your current SST or to assist you in

recruiting team members from your HOW membership, as well as providing job and respon-
sibility descriptions for each of the positions.

The next three sections are designed to assist you in:

* Identifying the talented individuals who would be helpful to have as members of your
own SST.

 Understanding the roles and responsibilities of an SST.

* Defining the training and qualification needs for each category of team member.

Section 1 - Safety and Security Team Members

31 Does your HOW currently have an organized

2 ra
Safety and Security Team (SST) Yes | No N/A O

Does your HOW have members who are willing to be part of the SST and are current active duty professionals:

If yes, begin filling out member information below. If no, you should consider forming one at your earliest opportunity. Having an
organized team with well-defined roles ready to step in in the event of an emergency can protect and save lives. Even if you do not
create a formal team, recording information on members’ capabilities could be helpful in the event of an emergency.

Sworn law | Yes \/t List namesandcontactnumbers/email.
3.2 enforcement | No

officers | N/JA O

Yes [ List namesandcontactnumbers/email.
Firefighters | No (

N/A O
Yes ( List namesandcontactnumbers/email.
Physicians | No (
N/A O
Yes ( List namesandcontactnumbers/email.

Nurses | No (

N/A O

Yes ( List namesandcontactnumbers/email.

Paramedics | No (

Emergency : List namesandcontacthumbers/email.
medical
technicians

List namesandcontactnumbers/email.
Attorney

. List namesandcontactnumbers/email
Professional

journalists

List namesandcontactnumbers/email
Public officers

List namesandcontactnumbers/email
Counselors
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General team membership qualifications:

3.12

Are all SST members active in No (
the HOW and in good standing?

Yes ( List membersf teamthatmaybe goingthroughprocessor
needfollow-up.

N/AO

Have all SST members undergone | Yes (| List memberf teamthatmaybe goingthroughprocessor
successful, adjudicated back-| No ( | needfollow-up.
ground investigations2 | N/A O

Do all SST members have ~ | List membersf teamthatmay be goingthroughprocessor
prior training/experience No [ needfollow-up.

appropriate for the position in N7Ab

which he/she will serve?

Yes !

Section 2 - Safety and Security Team Roles and Responsibilities

Once members have completed the SST application and Background Investigation Process,

they should be assigned to a role below.

3.15

Does each member of the SST have Yes | No O
defined roles and responsibilities? '

If yes, review and revise the job descriptions that appear below as approprieate. Or, you may delete the entire job description for any
position and write your own description. If no, you should consider forming SST roles and return to this section at a later point in time.

Medical officer

Respondo all eventson campusequiringmedicalevaluationor treatmentBe
knowledgeabl@aboutlocationandcontentsof pre-positionednedicalresponse
kits. Serveasperson-in-chargef anyeventrequiringmedicalemergency
treatmentServeasliaisonwith respondingemergencynedicalteam.Organize
conductanddocumentrainingfor volunteemmedicalstaff asneededAdvise
HOW Operationfficer regardingnecessarynedicalsupplies.

Fire/safety
officer

Respondo all eventson campusandassisthe SSTTeamLeader.Serveasthe
IncidentCommandefor eventsrequiringevacuatioror shelter-in-placections.
Developandmaintainevacuation/shelter-in-plaggansfor campus-specific
locations.Organizeandconductevacuation/shelter-in-plackills when
appropriateServeasthe chief communicatoto the SSTasto theimmediate
actionsfor evacuatioror shelter-in-placeOrganizeconductanddocument
trainingfor volunteerfire/safetystaff asneededServeasliaisonwith thelocal
fire departmentAdvisethe HOW Operation®fficer regardingnecessarfire
detectiorfire fighting andpublic addressystemcommunications.

Operations
officer

Respondo all eventson campudo assisthe SSTLeaderasneededServeas
the principal staff membeifiaisonwith the SST.Directandcoordinateall
staff supportfor the SST.

Pastoral
representative

Serveastherepresentativavith any otherworshipleadersoncerningsafety
andsecurity.Providecounselingandguidanceto SSTleadersEnsurethe SST
membersareappropriatelyinformedaboutmattershatmayrequiretheir
awarenessr directattention.Coordinateandconductany counselingactivities
needediuringor post-event.

Law
enforcement
ligison

Respondo all eventson campusasneededo assisthe SSTTeamLeader.
Serveasthe SSTpoint of contactwith uniformedlaw enforcemenbfficers.
Advisetheoperation®fficer andworshipleademregardingphysicalsecurity
equipmenenhancementshysicalsecurityoperationsandbackground
investigationsadjudicationfor volunteersstaff etc. Coordinatehe SST
on-callschedule.
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Legal officer

ResponsibilitiesReviewall policiesandpracticedor liability and
consistenciewith existingpolicies.Reviewall policiesand
practicedor potentialinconsistenciewith statelawsandlocal
ordinances.

Public
information
officer

Presentinformationapprovedor public releasen conjunction
with thelegal officer relatedto any matterinvolving the HOW
responséo a safetyor securitymatter.

Section 3 - Safety and Security Team Training

Skills, training qualifications and core competencies will all be evaluated. HOW administra-

tors should consult their leadership and legal counsel regarding developing policies for the

training of non-professionals to respond to critical incidents when use of force, advanced

tactics or advanced skills may be needed. Dealing with situations that require immediate

action should be trained and exercised in accordance with HOW policies.

Note: Some individuals (due to special needs) may require assistance with evacuating or

sheltering in place. For example, a person who requires the use of a wheelchair may be

unable to evacuate via the normal or best route if it is blocked due to a fire or collapsed

structure. Key members of the SST may need to be identified to be available to assist

members with special needs, infants or toddlers.

Do your HOW have a documented training, exercise and drilling plan for the following?

Medical

incident

All membersf the SSTrespondo the sceneof theemergencyMedical Officer servesasthe
incidentcommanderMembersof the SSTassisthe Medical Officer at his/herdirection. These
actionsmay includecontactingeMS for transportatiordirectingarriving EMS to the sceneof the
incidentretrievingmedicalsuppliescrowd controletc. In the eventof a hostileactionor active

“| shootersituationmedicalpersonneshallnot enteruntil the environmentasbeenclearedby law

enforcementRecommendatiorSituationsnvolving heartattackstrokefainting andremoving
the personfrom high traffic areasshouldbe plannedandexercised.

Use of
force

A phraseausedto describevariouslevelsof contactwith the leastimpactbeingOfficer Presence
andthemostseriousbeingDeadlyForce.Therearesevenevelsof force generallyacceptean

| the continuumwhich includesoft handshardhandsbatonstrikeschemicalsprayandlesslethal.

Only trainedprofessionalsiretypically authorizedo useforce.

Verbal
judo

A phrasausedto describegechniquesisedto de-escalatsituationsandavoid physical
| confrontations.

Active
shooter

Runif ableto safelyevacuateHide if unsafeto run or evacuateFight whenthereareno otheroptions.
EvacuateHaveanexit routeandplanin mind. -Leaveyour belongingsehind.-Keepyour handsvisible.
Hide -Hide in anareaout of theactivethreat’sview. -Lock doorsandblock entryto your hiding places.
TakeAction -As alastresort-Only whenyour life or anothetlife is in imminentdangerAttemptto
incapacitatehe activethreatin anymannemossible How To RespondVhenLaw Enforcemen#rrives:
-Try to remaincalm.RememberYou will betreatedasa suspiciougpersonuntil law enforcementis able
to takecontrol of the situation.-OBEY ALL INSTRUCTIONSFROM THE POLICE.-Putdownany
itemsin your hands(suchasphonesbooksbackpacks)-Raiseyour handsspreadyour fingerswide and
keephandsvisible to policeatall times.-Avoid quickandsuddermovements:Avoid pointingscreaming
or yelling. -Do not stopto askofficersfor helpor directionswhile evacuating-Relayactivethreat
positionanddetailsif knownandyou areableto do sofrom safety.

NIJ’s Safety and Security Planning App for Houses of Worship HOW Security Assessment - 9




Missing
child

All membersf the SSTrespondlirectly to pre-assignedampusgperimeterpositionsor
asdirectedby the TeamLeader Methodicalsearchingheginsimmediatelyusing
availablevolunteersTeamlLeaderupdatedaw enforcemenandsearchparty of last
known positiondescriptionandclothing. Pastoratepresentativemplementsounseling
planfor family andcongregationPlO implementscommunicationglanfor media.

Non-violent
disruptor

Early detection/securitgwareneshelpspreventmajorincidents [Greetersjreto remain
alertfor visitorswhosebehaviorappearsnconsistentvith thosearriving for the purposeof
worship.[Greetershouldexercisecautionandengagehosewho arousesuspicionsn
friendly conversatiorio determinethe natureof thevisit.

Violent
disruptor

Early detection/securitawareneshelpspreventmajorincidents [Greetersjareto remain
alertfor visitorswhosebehaviorappearsnconsistentvith thosearriving for the purposeof
worship.[Greeterskhouldexercisecautionandengagehosewho arousesuspicionsn
friendly conversationio determinehe natureof thevisit. Untrainedvolunteersshouldnever
attemptto physicallyengagea violentindividual. Initiate evacuatioror shelter-in-place
proceduresisappropriateandcontactthe SSTLeaderand/orlaw enforcement.

Protesters

Early detection/securitgwareneshelpspreventmajorincidents [Greetersjareto remain
alertfor visitorswhosebehaviorappearsnconsistentvith thosearriving for the purposeof
worship.[Greetershouldexercisecautionandengagehosewho arousesuspicionsn
friendly conversationio determinethe natureof thevisit. Untrainedvolunteersshouldnever
attemptto physicallyengagea violentindividual. Initiate evacuatioror shelter-in-place
proceduregsappropriateandcontactthe SSTLeaderand/orlaw enforcement.

Entering
auto

A phraseusedto describea situationwhenanunauthorizedndividual pilfers or entersan
automobilewithout forcefully enteringthe automobile.

Open
doors

A phraseausedto describehe unsecureaonditionof a doortypically on a placeof busines®r
residencehatshouldbe secured.

Reported
weapon on
campus

Reportedveaponon campus;Althougtanindividual approachinghe churchwith agunwill
be anobviousthreatthe majority of thetimeit will be necessaryo readthe“signs” suchas
mannerismandbodylanguagendividualstalking to themselvesntoxicationandbelligerent
attitudes Accesswill befirmly butrespectfullydeniedto individualswho exhibit signsof
intoxication/hallucinationanddisplaydisruptivebehaviors.

Firearms
(if appropriate)

You maywantto consultalegal professionabn developinganappropriateolicy relatedto
carryingof firearms.

Fire
evacuation
plan

Fire evacuatiorplan;All memberof the SSTrespondo a safelocationasdirectedby the
TeamLeaderor the Fire SafetyOfficer. Fire SafetyOfficer servesasthe IncidentCommande
until the Fire Departmenarriveson sceneMembersof the SSTassistthe Fire SafetyOfficer
athis/herdirection.Theseactionsmayincludepublic addresannouncementsvacuatiorof
nurseriesanctuanygirectingarriving emergencyesponseinitsetc.If afire occursduring
serviceevacuatiordirectionswill begivenfrom the [pulpit]. [Ushers]areresponsibldor
evacuatiorof worshippersensuringanorderly exit movementawayfrom the building andan
orderlyassemblyat a designatedally point. If afire occursduringanotherevent the person
leadingthe eventwill give directionsanddesignatendividualsresponsibldor ensuringan
orderlyevacuation.

Shelter-in-
place plan

In-placeshelteringnaybea sensiblecourseof actionwhentherisksassociateavith anevacuation
areoutweighedy the benefitsof in-placesheltering Follow the guidelinedisted: 1) Closeall doors
to theoutsideandcloseandlock all windows.2) Haveall occupantsnoveto roomsor hallwayswith
asfew windowsanddoorsaspossible 3) In the eventof a hazardousnaterialsincidentsetall
ventilationsystemdo 100%recirculationsothatno outsideair is drawninto the structure Wherethis
is not possibleventilationsystemshouldbe turnedoff. 4) In the eventof ahazardousnaterials
incidentturn off all heatingsystemsandair conditioners5) In the eventof a hazardousnaterials
incidentwherepossiblesealany gapsaroundwindow typeair conditionerseexhausfan grills exhaust
fansrangeventsdryerventsetc.with tapeandplasticsheetingvax paperor aluminumwrap.6) Close
asmanyinternaldoorsaspossible7) If anoutdoorexplosionis possibleclosedrapescurtainsand
shade®verwindows.Avoid windowsto preventpotentialinjury from flying glass.8) If you suspect
thatthe gasor vaporhasenteredhe structureyou arein hold awet cloth overyour noseandmouth.
9) Useaweatheradioandmonitorthe EmergencyBroadcasBystemor theradioor televisionfor
informationconcerninghazardousnaterialsincidentsor weather-relateémergencieasapplicable.
Respondingmergencyersonnetiecidewhenit is safefor you to leavethe building.
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PART 4 - POLICIES

The policy section is designed to help you ensure that appropriate policies and procedures
are developed, approved and trained/exercised for your HOW. It addresses areas such as
use of force, the actions of sworn peace officers, concealed weapons/weapon carry poli-
cies, state laws, individual and institutional liability, Good Samaritan laws, dealing with the
non-violent disruptor and the violent disruptor.

Does your HOW currently have a policy that addresses the following?

If yes, review and revise the policy descriptions that appear below as appropriate. Or, you
may delete the entire text for any policy and write your own description. If no, you should
consider developing policies and return to this section at a later point in time.

Useof force by the professionalaw enforcementembersf the

() |SST;Tocertified peaceofficersno specificguidances provided
Use of force by the professional law 'Y\le: = P b 9 P

exceptthatpeaceofficerscertifiedby anagencyshallcomply
enforcement members of the SST N/A(O) |with all swornresponsibilitiestatefederalandlocal lawsand
their agencydirectivespoliciesandstandardperatingorocedures

| Liability for theactionsof SSTmembers;Considehe potential
Liability for the actions Yes [ !iab_ili_ty if youtrainor certify non-prof(_assionad)r non—_c_ertified
4 No (  |individualsto useforcedetainor surveilmembersr visitors.
of SST members | /AO |Youshouldconsultwith alegalprofessionafor assistancée

writing this policy. No templatetextis provided.

Yes Possessionf weapondy non-lawenforcemenmemberwof the
P . f 1 es | SST;Co_nS|destateIawsregardmghe possessmnf weaponsn a
c;ﬁf::é‘;;;:t::g\%ﬁfgﬁﬁ: ;SWT No (= |HOW. Link to the StateAttorney GeneralOffice andthe State
N/A() |Official Code.You shouldconsultwith alegalprofessionafor
assistancen writing this policy. No templatetextis provided.

. Yes [ |Collectionandstorageof surveillancevideo;All videofiles
Collection and storage of No (  |shouldberetainedor aminimumof six monthsandstoredin a
surveillance video N/AO securdocation.

your HOW conduct background investigations of the following?

SST members Yes| Nol N/AO
HOW officers Yes ‘\/7 ( N/AC)
Volunteers Yes| \ N/AO
Paid staff Yes( \ N/AC)
Nursery staff Yes( N/AC
Youth leaders Yes| ( N/AO
Janitorial staff Yes( ( N/AC)

Adjudicationof backgroundnvestigatiorreports;When
potentiallyderogatonjinformationis reportedadjudicationof
backgroundnformationshouldbe performedby a qualified
investigatowith the concurrencef the HOW Operationfficer.

Adjudication of background
investigation reports
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Guidance to professional
firefighters who serve on SST

Guidanceto professionafirefighterswho serveon SST;No
specificguidancads givento firefighterswith propertraining
recognizedy the NationalBoardon Fire ServiceProfessional
Qualifications(NPQ)the InternationaFire ServiceAccreditation
CongresgIFSAC) or equivalentThesendividualsareexpected
to complywith thestandardperatingorocedure®f these
agenciegndnotto assistbeyondanytrainingreceivedatthe
HOW.

Guidance to SST
medical professionals

Guidanceao SSTmedicalprofessionals;Professionaledical
personneWill be preparecandavailableto provide
emergency/urgemhedicalcareon the HOW campusMedical
personneWwill berequiredto maintainCPR/Basid.ife Support
certification.Volunteerswill provideandassistwith basiccare
andsupportof persongxperiencingninor non-life-threatening
illnessor injury requiringimmediateattention.Thelevel of care
providedwill bewithin thescopeof thevolunteer'draining
certificationandwork experienceMedicalvolunteergroviding
carefurtherunderstandhattheir provisionof careandanyservice
renderedn this capacityis donein a strictly voluntarymanner
without expectatiorof any compensatioifor the serviceprovided.
Foranymajorillness/injurythatis consideregotentiallylife
threateninghe medicalvolunteeron duty will coordinatewith
EMS and911will attemptstabilizationof the affectedperson(s)
until EMS arrivesandwill coordinatecarewith othermedical
personneWwho arewilling to assist.

Location of
AED/first aid/trauma bag

Locationof AED/first aid/traumabag;Consulivith medical
professionalssto the bestlocationfor emergencynedical
equipmentandsupplies Considempublic areaghatareeasily
accessibldor itemslike anAED. Considerstoringthe AED in a
well-markedcabinetwith atamersealandaudiblealarmwhen
thesealis broken.

Non-professional law enforcement
volunteer members of SST

Non-professiondlaw enforcementolunteermembersf SST;
Immediatelyreportany suspiciousactivity or seriousconcerngo
uniformedlaw enforcemenbr 911.Mattersor incidentsthatarea
violation of statelaw maybeinvestigatedy law enforcement
officials. Membersof the HOW SSTareexpectedo cooperate
with law enforcemeninvestigatorsn the conductof their sworn
authority. SSTmembersareexpectedo transfercontrolof the
responseo arriving LE officials andto assistf requestedAny
useof force by volunteemon-professiongdsSTmemberss
strictly at their own discretionandthe HOW will notbeheld
liable for their actions.Furthermorenon-professionalnot sworn
LE peaceofficers)arenotdirectedto puttheirlivesin jeopardyin
respondingo any safetyor securityincident.Responséo a
confrontationakituationmay requirecomplextrainingandskills "
andpersonaliscretionis urgedin dealingwith any potentially
hazardousituation.SSTmembersareexpectedo follow U.S.
Departmenbf HomelandSecurityguidelinesn dealingwith
activeshooterand/orhostilesituations (See""Active Shooter:
How to Respond™ October2008.)

Post-incident protocol/investigations

Post-incidenprotocol/investigations;SSiembersareexpected
to participatein post-incideninvestigationsFollow this
protocol:1) | amavictim/complainant?) Thereis theattackeror
thelastknowndirection,3) Thereis the evidence3) Thereare
thewitnesses4) | will cooperatdully assoonasl havespoken
with legalcounsel.
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PART 5 - FACILITY ASSESSMENT

This section will question you about your infrastructure to support your safety and security
posture. It includes questions about electronic surveillance (cameras), digital recording
records, lock and key control, team radio communications, evacuation/shelter-in-place
plans, medical/first aid kit inventory and an accountability plan for children and nurseries.

Does your HOW have the following procedures and equipment in place?

(You can add pdf copies of the following to the end of this assessment by selecting i()])

o

Yes () No ()
Yes () No ()
Yes O

Yes O
Yes O

5.1 Evacuation plan for your campus

5.2 Defined rally points for
' groups such as nurseries

53 Shelter-in-place plan

5.4 Response plan for a missing child

5.5 | Accountability program for children

56 Nursery drop-off and
) pick-up accountability

g g g g e

Yes ()

Security plan for special events
(weddings, celebrations, after hours
group gatherings, etc.)

Yes ()

5

General incident response guide
and training for non-violent
disruptor, medical emergencies, fire
emergencies, suspicious person, efc.,

Yes O

o

59 Report form for |nC|denfs{ bomb Yes O
threats, requests for assistance

Do you have the following?

Surveillance cameras in key
5.10 exterior points (parking lots, main Yes () No () N/A O

entrance, emergency exits)

An assessment should be conducted for the most likely routes of entry and exit from Houses of Worship, including parking lot exits.

511 Surveillance cameras in key Yes O No O N/A O

interior points (nurseries, hallways)

Is surveillance video Yes () No () N/A O

monitored and recorded?

Lock and key control Yes () No () N/A O

accountability plan
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Panic alarms in key locations
(worship leader's office, Yes O
worship hall, nurseries, etc.)

515 Wireless individual panic alarms Yes ()

Well-lighted parking lots
516 and pathways Yes O

5.17 Medical first aid kit Yes ()

5.18 AED Yes ()

NFPA-approved nursery
519 evacuation cribs Yes O

5.20 Wheelchair sand stretcher Yes ()

Radio communications for
521 SST members Yes O

522 Safe room Yes ()

Do you have the following forms available for the SST?2

Forms should be attached at the end of the plan. Some sample forms (marked with an
asterick) are available in Part 7 - Forms.

Yes () No O N/A O
Yes O No O N/A O
Yes () No O N/A O
Yes () No O N/A O
Yes () No O N/A O
Yes () No O N/A O
Yes () No O N/A @,
Yes () No O N/A O
Yes O No O N/A O
Yes () No () N/A O

5.23 | Telephone bomb threat checklist*
5.24 Incident report*
5.25 | SST Special Event Schedule*

SST Special Event
Security Plan

527 SST Volunteer Schedule®
5.28 SST member application®

5.26

Example policy for weapon

5.29 carry on HOW property

5.30 | First aid/trauma bag inventory™

5.31 Shelter-in-place plan

BB & B8 & Bak

5.32 Facility evacuation plan
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PART 6 - THREAT ASSESSMENT

The next sections are designed to assist you with identifying specific threats that are unique
to your HOW due to its geographic location and proximity to other hazards, man-made
threats or technological threats. In some cases, the questions are designed to be obviously
thought-provoking to increase your situational awareness. Other questions will ask you to

assign a relative numerical factor based on your experiences.

Section 1 - Geographic Proximity

Although there is no definitive way to determine additional risks due to proximity to individ-
val high risk facilities such as a correctional facility, nuclear power plant, man-made dam,
etc., you may want to evaluate additional needs based on proximity to these hazards. For
example, estimated emergency response time can help determine your immediate care
plan and plans for dealing with persons in need of serious medical attention, and proximity
helps determine the need for situational awareness plans for dealing with potential fugi-
tives from justice, dealing with derailment of hazardous cargo and creating shelter-in-place
and evacuation plans.

Would you describe the

6.1 HOW as being located in:

What is the approximate distance (in miles) to the nearest

Hospital with emergency
6.2 .
room facilities

6.3 | Firefighting/rescue operation

6.4 Ambulance station

6.5 Jail or prison
6.6 Railroad

6.7 Chemical or hazardous
) material manufacturing plant

Nuclear power/
6.8 -
weapon facility

6.9 Homeless shelter/kitchen

610 Earth-filled, levee or conc(;ete
am

Ocean shoreline or tidal
6.11 basi
asin

Active earthquake prone or
6.12 .
fault line

613 U.S. Army Corps of Engineers
: defined 100-year flood zone

6.14 Avalanche-prone area
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Section 2 - Threat Assessment Worksheet

This section will determine the most likely hazards with the most serious consequences.
Threats are divided into several categories. You will be asked to rank the threats from zero
to four according to the following scale:

Probability of Occurrence
0= no chance of occurrence, 1=not likely, 2=possible, 3=very likely, 4=has occurred

Once you have assessed the potential threats to your campus, you will be asked to assign
a value as to the potential consequences IF that event occurred. Ratings will be assigned
from O (minor, if any, consequences to 10, loss of life). Suggested definitions of ranges are
as follows:

0-4 No or minor consequences
5-8 Moderate consequences or recovery time

9-10 Loss of life or serious bodily injury

Natural Threats

6.15 Avalanche Probability Severity T/V Score
6.16 Disease outbreak Probability Severity T/V Score
6.17 Earthquake Probability Severity T/V Score
6.18 Epidemic Probability Severity T/V Score
6.19 Flood (flash flood) Probability Severity T/V Score
6.20 Hurricane Probability Severity T/V Score
6.21 Tornado Probability Severity T/V Score
6.22 Landslide Probability Severity T/V Score
6.23 Wildfire Probability Severity T/V Score
6.24 Winter storm Probability Severity T/V Score
6.25 Severe weather Probability Severity T/V Score
6.26 Fallen tree Probability Severity T/V Score

elleolleolielieollellololololellel

Technological Threats

6.27 Airplane crash Probability Severity T/V Score
6.28 Dam/levee failure Probability Severity T/V Score
6.29 | Hazardous materials release Probability Severity T/V Score

6.30 Power failure Probability Severity T/V Score
6.31 | Radiological materials release Probability Severity T/V Score
6.32 Train derailment Probability Severity T/V Score
6.33 Urban conflagration Probability Severity T/V Score
6.34 Electrical hazard Probability Severity T/V Score

elleolileoleolloleollelie]
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Human Caused

6.35

Active shooter

Probability

Severity

6.36

Kidnapping

Probability

Severity

T/V Score

6.37

Hostage taking

Probability

Severity

T/V Score

T/V Score

6.38

Insider threat

Probability

6.39 | Improvised explosive device

Probability

Severity

T/V Score

6.40

Arson

Probability

Severity

Severity

T/V Score

6.41

Theft

Probability

Severity

T/V Score

6.42

Assault

Probability

Severity

T/V Score

6.43

Cyber attack

Probability

Severity

T/V Score

T/V Score

6.44

Burglary

Probability

6.45

Vandalism

Probability

Severity

T/V Score

6.46

Criminal trespass

Probability

6.47

Misconduct

Probability

6.48

Entering auto

Probability

6.49

Civil disturbance

Probability

6.50

Loss of communications

Probability

Medical

Severity

Severity

Severity

Severity

Severity
Severity

T/V Score

T/V Score

T/V Score

T/V Score

T/V Score

OO0 00O 00Ol 0Oj0Oj0O0OjO|O0|O

T/V Score

6.51

Heart attack

Probability

Severity

6.52

Stroke

Probability

Severity

T/V Score

6.53

Choking

Probability

Severity

T/V Score

T/V Score

6.54

Fainting

Probability

Severity

T/V Score

6.55

Anaphylactic shock

Probability

Severity

T/V Score

6.56

Hypoglycemic

Probability

6.57

Seizure

Probability

Threat/Vulnerability Score Evaluation Process

Severity
Severity

T/V Score

T/V Score

The Threat/Vulnerability score is measured by multiplying probability by severity. Threats

and vulnerabilities should be prioritized and the most serious should be addressed first.

Most Serious= Should be addressed first and continually assessed

Serious= Should be addressed as soon as possible

Low=Can be deferred until a later time

Lowest=May not need to be addressed

NIJ’s Safety and Security Planning App for Houses of Worship
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PART 7 - FORMS

Your HOW should also have a shelter-in-place plan and a facility evacuation plan. These
plans are highly individualized and should vary greatly depending on the actual event. For

example, sheltering in place due to a tornado may be very different from sheltering due to

a hazardous gas leak (outdoors). The first requires a strong structural location; the second
needs to be away from the air intake system. Plans provided in the Forms tab are for exam-
ple purposes only.

Forms available on this page are in PDF form, and are intended to be printed and filled out,
or filled out in Acrobat. Click link to open resource.

7.1 Telephone Bomb Threat Checklist
https://justnet.org/HOW._safe/forms/Telephone_Bomb_Threat Checklist.pdf

7.2 Incident Report
https://justnet.org/HOW _safe/forms/Incident Report.pdf

7.3 SST Special Event Schedule
https://justnet.org/HOW._safe/forms/SST_Special Event_Schedule.pdf

7.4 SST Volunteer Schedule
https://justnet.org/HOW _safe/forms/SST Volunteer Schedule.pdf

7.5 SST Member Application
https://justnet.org/HOW._safe/forms/SST_Application.pdf

7.6 Medical Kit/Trauma Bag Inventory
https://justnet.org/HOW._safe/forms/SST_Medical Trauma_Bag_Inventory.pdf
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PART 8 - NOTES / ACTION ITEMS
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PART 9 - GLOSSARY OF TERMS

Glossary
Active Threat
An individual who is in the real-time process of taking, or threatening to take, human life,
often with a firearm but also with a knife or other weapons. An active threat may suspend,
and then resume, killing victims.

AED (Automated Emergency Defibrillator)
A battery-powered portable device designed to determine if a human heart is in ventricular

fibrillation, and deliver an electrical current to create a normal rhythm if needed.

Barricaded Subject

An individual who has removed himself/herself from the general public, usually in a loca-
tion where others are denied entry. Subject is usually armed and may have hostages, make
demands or threaten harm to themselves or others. These complex situations usually require
trained negotiation teams to peacefully resolve the situation.

Bomb

A device, usually constructed with explosive materials, designed to destroy property and
possibly take human lives. Bombs may include flammable liquids, gases and shrapnel in
order to increase their effective killing power. See IED.

FEMA (Federal Emergency Management Agency)
A component of the U.S. Department of Homeland Security whose functions include provid-
ing guidance to the U.S. public on the protection of Houses of Worship.

IED (Improvised Explosive Device)
A homemade or makeshift bomb. See Bomb.

Hazardous Materials
Generally refers to chemical, biological, radiological or nuclear materials as defined by the
U.S. Department of Transportation for the purpose of commercial transportation.

NUJ (National Institute of Justice)
Agency within the U.S. Department of Justice whose primary function is the development of
science and technology for U.S. state and local law enforcement agencies.
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Safe Room

A location, usually located inside a facility or building, that is used to take refuge. The room
can be used in emergency situations to provide protection for an individual(s) when threats
occur, or it can be used to relocate and secure a threatening person. The room should be
free from objects that could be used as weapons and have limited access and no windows.

Shelter-In-Place
Taking refuge, for safety purposes, in your current location; specifically not relocating to an
outdoor location if you are currently located indoors, or vice versa.

SST (Safety and Security Team)
A group of volunteers with specific skills and training in the following capacities:
* Medical (Physician, Nurse, Paramedic, Emergency Medical Technician).
Law Enforcement Officer (Police, Sheriff's Deputy, State Trooper, Investigator).
Fire/Safety (Firefighter, Fire Safety Engineer).
Legal (Attorney, Paralegal)
Public Affairs (News or Broadcast Media)
* Facility Operations (facility staff member familiar with buildings and support/
infrastructure services)
* House of Worship Liaison (staff member who serves as a liaison with the primary wor-
ship leadership staff)

Threat Assessment
The process of identifying potentially harmful actions or activities to a person, place or facil-

ity. For example, although a potentially harmful action may exist, a person, place or facility

may not be threatened due to mitigating steps that have been taken.

Vulnerability Assessment

The process of evaluating a person, place or facility’s true risk of a particular threat. For
example, although a threat may exist, risk mitigation steps that have been taken may have
reduced or eliminated vulnerability.
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PART 10 - RESOURCES

The following resources may prove useful in locating additional information to assist you in
securing and providing for enhanced safety on your campus. Click link to open resource.

Active Shooter in a House of Worship. New York, NY: National Disaster Interfaiths
Network. http://www.n-din.org/ndin_resources/tipsheets_v1208/07_NDIN_TS_ActiveSh-

ooter.pdf

Building Security in Churches. Boston, MA: Unitarian Universalist Association. http://www.
vua.org/safe/117545.shtml

Checklist for a Church Emergency Management Plan. Roanoke, VA: Virlina District Church
of the Brethren. http://www.brethren.org/bdm/files/checklist for_a_church_emergency

management_plan.pdf

Christian Emergency Network: Aware-Ready-There. Private group, Anthem, Arizona.
http://www.christianemergencynetwork.org/

Facilities Management Guidelines for Meetinghouses and Other Church Property. 2011. Salt
Lake City, UT: Church of Jesus Christ of Latter-Day Saints. https://www.lds.org/bc/content/
shared/content/english/pdf/language-materials/08636_eng.pdf¢lang=eng

Guide for Developing High-Quality Emergency Operations Plans for Houses of Wor-
ship. June 2013. Washington, DC: U.S. Department of Homeland Security, Fed-

eral Emergency Management Agency. https://www.fema.gov/media-library-da-
ta/20130726-1919-25045-2833/developing_eops_for_houses_of_worship_final.pdf

Recommended Best Practices for Securing Houses of Worship for People of All Faiths.

Alexandria, VA: ASIS International. http://sacramentointerfaith.org/wp-content/up-
loads/2015/06/ASIS-best-practices.pdf

Safety and Security Guidelines for Parishes and Religious Education Programs. Boston, MA:
Archdiocese of Boston. hitp://www.pilotbulletins.net/weeklymailing/RiskMgmt_SafetySecu-
rityGuidelines.pdf

Threat and Hazard Identification and Risk Assessment Guide. April 2012. Washington, DC:
U.S. Department of Homeland Security, Federal Emergency Management Agency. htip://
www.fema.gov/media-library-data/8ca0a%e54dc8b037a55b402b20269e94/CPG201 _hti-
rag_2nd_edition.pdf

Threat/Vulnerability Assessments and Risks Analysis. October 2011. Washington, DC:
National Institute of Building Sciences. http://www.wbdg.org/resources/riskanalysis.
php2r=landscape_sitesecurity
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PART 11 - ABOUT

This document was developed by the Justice Technology Information Center (JTIC) and
funded through a grant from the National Institute of Justice, Office of Justice Programs,
U.S. Department of Justice (Award 2014-1)-CX-K004) with assistance from representatives
of various House of Worship (HOW) security team leaders and administrators (see About
Section). The Justice Technology Information Center, part of the National Law Enforcement
and Corrections Technology Center (NLECTC) System, is funded through a grant from the
National Institute of Justice, Office of Justice Programs, U.S. Department of Justice. Use of
this app by itself to create a draft Safety and Security Plan will not replace a full risk/secu-
rity assessment done by personnel trained in doing risk/security assessments specifically for

HOW.

Privacy Statement: This document must be kept secure at all times in order to ensure that un-
authorized parties do not gain access to the information you have stored. No data entered
into this document is collected by the app developers, the National Institute of Justice, or the
Justice Technology Information Center.

Justice Technology
Information Center

STRENGTHEN SCIENCE. ADVANCE JUSTICE.

NI1J | Netional instieute Q JTIC

General Statement

The purpose of this document is to assist HOW in producing a draft Safety and Security
Plan for a specific campus. This document will guide you through a series of questions de-
signed to assist in the evaluation of the current safety and security posture of your campus,
as well as evaluating and prioritizing unique threats and making recommendations for
improvement. In some sections, template text is provided to assist you with developing job
descriptions, as well as policies and procedures for specific situations; you may revise the
template text to meet the needs of your HOW or write your own text.
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PROJECT COLLABORATORS

First Presbyterian Church of Augusta,
Augusta, GA 30909

Bellevue Baptist Church, Memphis, Tenn.

The Church of Jesus Christ Latter Day Saints
North American Division Church
Security Department

Salt Lake City, UT 84150-0202

The Potter’s House of Dallas
T.D. Jakes Ministries, Inc.
Dallas, TX 75208

Liberty Lutheran Services

Ambler, PA 19002

Muslim Public Affairs Council
Los Angeles, CA 90042

Columbia County Sheriff’s Office

Community Services Division

Appling, GA 30802

NUJ’s Safety and Security Planning App for Houses of Worship

City of Takoma Park
Takoma Park, MD 29012

Alexandria Police Department
Alexandria, VA 22304

Aventura Police Department
Aventura, FL 33180

School Safety Advocacy Council

Office of Faith-Based Initiatives and
Community Partnerships, Federal Emergency
Management Agency, U.S Department of
Homeland Security, Washington, D.C.

National Law Enforcement and
Corrections Technology
Center-National Center, Gaithersburg, MD

Office of Intelligence and Analysis,
U.S. Department of Homeland Security
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PART 5 - FACILITY ASSESSMENT FORMS

5.1 Evacuation plan for your campus

5.2 Defined rally points for groups such as nurseries
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5.3 Shelter-in-place plan

5.4 Response plan for a missing child
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5.5 Accountability program for children

5.6 Nursery drop-off and pick-up accountability
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5.7 Security plan for special events (weddings, celebrations,
after hours group gatherings, etc.)

5.8 General incident response guide and training for non-violent disruptor,
medical emergencies, fire emergencies, suspicious person, etc,)
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5.9 Report form for incidents, bomb threats, requests for assistance

5.23 Telephone bomb threat checklist
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5.24 Incident report

5.25 SST Special Event Schedule
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5.26 SST Special Event Security Plan

5.27 SST Volunteer Schedule
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5.28 SST member application

5.29 Example policy for weapon carry on HOW property
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5.30 First aid/trauma bag inventory

5.31 Shelter-in-place plan
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5.32 Facility evacuation plan
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	Text Field 235: All members of the SST respond to the scene of the emergency. Medical Officer serves as the incident commander. Members of the SST assist the Medical Officer at his/her direction. These actions may include contacting EMS for transportation directing arriving EMS to the scene of the incident retrieving medical supplies crowd control etc. In the event of a hostile action or active shooter situation medical personnel shall not enter until the environment has been cleared by law enforcement. Recommendation: Situations involving heart attack stroke fainting and removing the person from high traffic areas should be planned and exercised.
	Text Field 237: A phrase used to describe various levels of contact with the least impact being Officer Presence and the most serious being Deadly Force. There are seven levels of force generally accepted on the continuum which include soft hands hard hands baton strikes chemical spray and less lethal. Only trained professionals are typically authorized to use force.
	Text Field 238: A phrase used to describe techniques used to de-escalate situations and avoid physical confrontations. 
	Text Field 239: Run if able to safely evacuate. Hide if unsafe to run or evacuate. Fight when there are no other options. Evacuate -Have an exit route and plan in mind. -Leave your belongings behind. -Keep your hands visible. Hide -Hide in an area out of the active threat’s view. -Lock doors and block entry to your hiding places. Take Action -As a last resort -Only when your life or another life is in imminent danger -Attempt to incapacitate the active threat in any manner possible. How To Respond When Law Enforcement Arrives: -Try to remain calm. Remember: You will be treated as a suspicious person until law enforcement is able to take control of the situation. -OBEY ALL INSTRUCTIONS FROM THE POLICE. -Put down any items in your hands (such as phones books backpacks). -Raise your hands spread your fingers wide and keep hands visible to police at all times. -Avoid quick and sudden movements. -Avoid pointing screaming or yelling. -Do not stop to ask officers for help or directions while evacuating. -Relay active threat position and details if known and you are able to do so from safety. 
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	Text Field 241: Early detection/security awareness helps prevent major incidents. [Greeters] are to remain alert for visitors whose behavior appears inconsistent with those arriving for the purpose of worship. [Greeters] should exercise caution and engage those who arouse suspicions in friendly conversation to determine the nature of the visit.
	Text Field 242: Early detection/security awareness helps prevent major incidents. [Greeters] are to remain alert for visitors whose behavior appears inconsistent with those arriving for the purpose of worship. [Greeters] should exercise caution and engage those who arouse suspicions in friendly conversation to determine the nature of the visit. Untrained volunteers should never attempt to physically engage a violent individual. Initiate evacuation or shelter-in-place procedures as appropriate and contact the SST Leader and/or law enforcement.
	Text Field 243: A phrase used to describe a situation when an unauthorized individual pilfers or enters an automobile without forcefully entering the automobile.
	Text Field 244: Early detection/security awareness helps prevent major incidents. [Greeters] are to remain alert for visitors whose behavior appears inconsistent with those arriving for the purpose of worship. [Greeters] should exercise caution and engage those who arouse suspicions in friendly conversation to determine the nature of the visit. Untrained volunteers should never attempt to physically engage a violent individual. Initiate evacuation or shelter-in-place procedures as appropriate and contact the SST Leader and/or law enforcement.
	Text Field 245: A phrase used to describe the unsecured condition of a door typically on a place of business or residence that should be secured.
	Text Field 246: Reported weapon on campus;Although an individual approaching the church with a gun will be an obvious threat the majority of the time it will be necessary to read the “signs” such as mannerisms and body language individuals talking to themselves intoxication and belligerent attitudes. Access will be firmly but respectfully denied to individuals who exhibit signs of intoxication/hallucinations and display disruptive behaviors.
	Text Field 247: Fire evacuation plan;All members of the SST respond to a safe location as directed by the Team Leader or the Fire Safety Officer. Fire Safety Officer serves as the Incident Commander until the Fire Department arrives on scene. Members of the SST assist the Fire Safety Officer at his/ her direction. These actions may include public address announcements evacuation of nurseries sanctuary directing arriving emergency response units etc. If a fire occurs during service evacuation directions will be given from the [pulpit]. [Ushers] are responsible for evacuation of worshippers ensuring an orderly exit movement away from the building and an orderly assembly at a designated rally point. If a fire occurs during another event  the person leading the event will give directions and designate individuals responsible for ensuring an orderly evacuation. 
	Text Field 248: You may want to consult a legal professional on developing an appropriate policy related to carrying of firearms.
	Text Field 249: In-place sheltering may be a sensible course of action when the risks associated with an evacuation are outweighed by the benefits of in-place sheltering. Follow the guidelines listed: 1) Close all doors to the outside and close and lock all windows. 2) Have all occupants move to rooms or hallways with as few windows and doors as possible. 3) In the event of a hazardous materials incident set all ventilation systems to 100% recirculation so that no outside air is drawn into the structure. Where this is not possible ventilation systems should be turned off. 4) In the event of a hazardous materials incident turn off all heating systems and air conditioners. 5) In the event of a hazardous materials incident where possible seal any gaps around window type air conditioners exhaust fan grills exhaust fans range vents dryer vents etc. with tape and plastic sheeting wax paper or aluminum wrap. 6) Close as many internal doors as possible. 7) If an outdoor explosion is possible close drapes curtains and shades over windows. Avoid windows to prevent potential injury from flying glass. 8) If you suspect that the gas or vapor has entered the structure you are in hold a wet cloth over your nose and mouth. 9) Use a weather radio and monitor the Emergency Broadcast System or the radio or television for information concerning hazardous materials incidents or weather-related emergencies as applicable. Responding emergency personnel decide when it is safe for you to leave the building.
	Text Field 240: All members of the SST respond directly to pre-assigned campus perimeter positions or as directed by the Team Leader. Methodical searching begins immediately using available volunteers. Team Leader updates law enforcement and search party of last known position description and clothing. Pastoral representative implements counseling plan for family and congregation. PIO implements communications plan for media.   
	Text Field 141: Use of force by the professional law enforcement members of the SST;To certified peace officers no specific guidance is provided except that peace officers certified by an agency shall comply with all sworn responsibilities state federal and local laws and their agency directives policies and standard operating procedures.
	Text Field 142: Liability for the actions of SST members;Consider the potential liability if you train or certify non-professional or non-certified individuals to use force detain or surveil members or visitors. You should consult with a legal professional for assistance in writing this policy. No template text is provided. 
	Text Field 143: Possession of weapons by non-law enforcement members of the SST;Consider state laws regarding the possession of weapons in a HOW. Link to the State Attorney General Office and the State Official Code. You should consult with a legal professional for assistance in writing this policy. No template text is provided.
	Text Field 144: Collection and storage of surveillance video;All video files should be retained for a minimum of six months and stored in a secure location.
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	Text Field 145: Adjudication of background investigation reports;When potentially derogatory information is reported adjudication of background information should be performed by a qualified investigator with the concurrence of the HOW Operations Officer.
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	Text Field 147: Guidance to SST medical professionals;Professional medical personnel will be prepared and available to provide emergency/urgent medical care on the HOW campus. Medical personnel will be required to maintain CPR/Basic Life Support certification. Volunteers will provide and assist with basic care and support of persons experiencing minor non-life-threatening illness or injury requiring immediate attention. The level of care provided will be within the scope of the volunteer's training certification and work experience. Medical volunteers providing care further understand that their provision of care and any service rendered in this capacity is done in a strictly voluntary manner without expectation of any compensation for the service provided. For any major illness/injury that is considered potentially life threatening the medical volunteer on duty will coordinate with EMS and 911 will attempt stabilization of the affected person(s) until EMS arrives and will coordinate care with other medical personnel who are willing to assist.
	Text Field 148: Location of AED/first aid/trauma bag;Consult with medical professionals as to the best location for emergency medical equipment and supplies. Consider public areas that are easily accessible for items like an AED. Consider storing the AED in a well-marked cabinet with a tamer seal and audible alarm when the seal is broken.
	Text Field 149: Non-professional law enforcement volunteer members of SST;Immediately report any suspicious activity or serious concerns to uniformed law enforcement or 911. Matters or incidents that are a violation of state law may be investigated by law enforcement officials. Members of the HOW SST are expected to cooperate with law enforcement investigators in the conduct of their sworn authority. SST members are expected to transfer control of the response to arriving LE officials and to assist if requested. Any use of force by volunteer non-professional SST members is strictly at their own discretion and the HOW will not be held liable for their actions. Furthermore non-professional (not sworn LE peace officers) are not directed to put their lives in jeopardy in responding to any safety or security incident. Response to a confrontational situation may require complex training and skills " and personal discretion is urged in dealing with any potentially hazardous situation. SST members are expected to follow U.S. Department of Homeland Security guidelines in dealing with active shooter and/or hostile situations. (See ""Active Shooter: How to Respond" " October 2008.)
	Text Field 150: Post-incident protocol/investigations;SST members are expected to participate in post-incident investigations. Follow this protocol: 1) I am a victim/complainant, 2) There is the attacker or the last known direction, 3) There is the evidence, 3) There are the witnesses, 4) I will cooperate fully as soon as I have spoken with legal counsel.
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	Text Field 210: Guidance to professional firefighters who serve on SST;No specific guidance is given to firefighters with proper training recognized by the National Board on Fire Service Professional Qualifications (NPQ) the International Fire Service Accreditation Congress (IFSAC) or equivalent. These individuals are expected to comply with the standard operating procedures of these agencies and not to assist beyond any training received at the HOW.
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